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Abstract
This report summarizes the state of the art of identification, estimation and control for Networked
Systems. By a networked system we mean a control system, where the communication between the
plant and the controller is subject to loss or delay of information. A typical example of such systems
is a control system where the controller uses a wireless network to communicate with the sensors and
actuators.
Index Terms
Networked Control Systems, Estimation, Identification

I. I NTRODUCTION
In the last decade, networked control systems (abbreviated by NCS) [110] have received a lots
of attention from researchers in systems and control. NCSs are present in the majority of modern
control devices. A NCS is a control system whose components (plants, sensors, embedded control
algorithms and actuators) are spatially distributed [19], [42], [90], [98], [107], [110]. In such
systems, the controller and the plant exchange information via a communication network. The
defining feature of an NCS is that control and feedback signals are exchanged among the system’s
components in the form of digital information packages. The primary advantages of an NCS
are reduced wiring, ease of diagnosis and maintenance and increased flexibility. However, the
use of communication networks leads to a number of technical problems: limited information
bandwidth, communication delays, complex interactions between control algorithms and realtime scheduling protocols, etc. These problems may lead to poor system performance and even
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instability if not appropriately taken into account [106], [55]. For this reason, research on NCSs
aims at developing control algorithms which can handle the technical problems explained above.
In this report we will give an overview of the state-of-the-art of modelling, control, estimation
and identification of NCSs. The outline of this report is as follows. In Section II we present a brief
overview of various aspects of NCS which were studied by the systems and control community.
In Section III we present a brief overview of mathematical models of NCSs. These models are
primarily used for analyzing the performance and stability of NCSs and for synthesizing control
laws which are resilient to communication constraints. In Section IV we present an overview of
state estimation algorithms for NCSs. Finally, in Section V we present an overview of system
identification algorithms for NCSs.
II. C OMPLEX PHENOMENA IN NCS
Below we will give a brief overview of the various problems which occur in NCSs and their
formalization.
Time delays
The use of time-delay models is unavoidable in NCS since the transmission of information
through a network is not instantaneous [22], [26], [36], [49], [69], [43], [109]. The challenge
here is to deal with the infinite dimensional nature of the obtained system.
Limited bandwidth and data quantization
Network links with limited capacity and bandwidth can be modelled in various manners. A
first model consists in including into the control loop a quantization process, which basically
constrains a signal evolving in a continuous set of values to a relatively small and possibly
saturated discrete set. For studies in the case of systems of the quantization effect [14], [25],
[41], [56], [71]. Another model has been proposed to describe the discretization in time of the
exchanged information [20], [29], [87].
Asynchronous communication: event-triggered and self-triggered control
Since the various components of a NCS communicate with each other via a network, and the
exchange of information via a network is never instantaneous or lossless, the components of
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a NCS function in an asynchronous manner. For example, sensor data is sampled in an asynchronous manner. On the one hand, this asynchronism may represent an undesired phenomena
(jitters [70], [99], [8], [32], [44], [66], [95] or packet drop-out [57], [93], [94]) and it may be
a source of instability. On the other hand, asynchronism may deliberately be introduced in the
control loop via scheduling algorithms, in order to reduce the number of data transmissions and,
therefore, optimize the computational costs [15], [18], [18], [39]. This corresponds to the recent
research trend of event-based control, where a data is transmitted only if a particular event has
occurred [17], [40], [58], [62], [96], [2], [100], [103]. Note that in self-triggered control [54],
[104], [105], [60], [61], [4], [3], [5], [6], events are generated artificially: at each sampling instant
the next admissible sampling interval based on previously received data and the knowledge of
the plant dynamics.
Data loss
At last, we would like to mention the effect of communication constraints [13], [24], [46], [88]
in NCS: not all sensor and actuator signals can be transmitted at the same time. This phenomena
needs a particular attention since both continuous time-dynamics and scheduling protocols have
to be jointly analyzed.
III. M ODELLING AND ANALYSIS OF NCS S
For the purposes of this section, we will fix the architecture of a typical NCS considered in the
literature. A typical NCS consists of a plant, a sampled-data control, and appropriate interface
elements as represented in Figure 1, in which the blocks A/D and D/A correspond to an analogto-digital converter (a sampler) and a digital-to-analog converter (a zero-order hold) respectively.
As a rule, the plant is modeled by a Linear Time-Invariant (LTI) system, although more general
models could also be considered. For the sake of simplicity, let us assume that the controller is
a linear state-feedback. The controller is activated at time instances tk , k = 0, 1, 2, . . .. Between
these time instances, the control input remains constant. When activated, the controller samples
the current state and applies a linear state-feedback to it in order to calculate the next control
input. The NCS then can be represented by the following equations.
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ẋ(t) = Ax(t) + Bu(t), ∀t ≥ 0,

(1a)

u(t) = Kx(tk ), ∀t ∈ [tk , tk+1 ), k ∈ N,

(1b)
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ẋ(t) = Ax(t) + Bu(t),

y(t) = Cx(t)

u(t)

y(t)
SYSTEM

u(tk )
D/A

y(tk )
CONTROLLER

A/D
tk+1 = tk + hk

Figure 1: System with sampled sensor and control signals

The following associated discrete-time model at instants tk is
xk+1 = Λ(hk )xk , ∀k ∈ N,
with Λ(h) := eAh +

Rh
0

(2)

eAs dsBK, xk := x(tk ). It is well known that for a constant sampling

interval hk = T, ∀k ∈ N, the discrete-time system (2) is asymptotically stable if and only if the
matrix Λ(T ) is Schur, i.e. all its eigenvalues are strictly within the unit circle. However, in the
case of time-varying sampling intervals, the analysis of sampled-data systems is quite complex,
even in the LTI case.
Example Consider the LTI sampled-data system (1) with
 


h
i
0
0
1
, B =   K = 1 0 .
A=
1
−2 0.1

(3)

It is stable for both constant sampling intervals T1 = 1.5s and T2 = 3s, as both matrices Λ(T1 )
and Λ(T2 ) are Schur. One may think that alternating the sampling interval between T1 and T2
will not affect the stability. However, the sampled-data system with periodically time-varying
sampling intervals T1 → T2 → T1 → · · · is unstable (see Figure 2, left). This is due to the fact
that the Schurness of transition matrices is not preserved under matrix product, i.e. the matrix
Λ(T2 )Λ(T1 ) is not Schur.
For instance, the sampled-data system (1), (3) is unstable for both constant sampling periods
T3 = 2.1s and T4 = 4s, but it is stable under the periodically time-varying sampling T3 → T4 →
T3 → · · · (see Figure 2, right). Indeed, the system transition matrix Λ(T4 )Λ(T3 ) is Schur.
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Figure 2: Periodically time-varying sampling. Left: T1 = 1.5s → T2 = 3s → T1 → · · · Unstable. Right: T3 = 2.1s → T4 = 4s → T3 → · · · - Stable

The example above demonstrates the need to analyze the stability of the closed-loop system
(1a)-(1b). In order to do this, the closed-loop system is modeled either as a time-delayed
system, a hybrid system, an LPV system or as an interconnection of an LTI system with a
nonlinear feedback, and then the appropriate tools from time-delayed systems, hybrid systems,
LPV respectively or small gain type arguments are used. We will discuss these approaches one
by one.
A. Time-delay approach
This approach was initiated in [63] and further developed in [31] and in several other works
[30], [51], [59], [92], [97], [111]. It consists in considering the discrete-time dynamics induced
by the digital controller as a delay effect. For system (1), we may re-write u(t) = Kx(tk ) =
Kx(t − τ (t)), where the delay τ (t) = t − tk , ∀t ∈ [tk , tk+1 ), is piecewise-linear, and satisfies
τ̇ (t) = 1 for t 6= tk , and τ (tk ) = 0. The LTI system with sampled data (1) is then re-modeled
with a time-varying delay
ẋ(t) = Ax(t) + BKx(t − τ (t)), ∀t ≥ 0,

(4)

In this context of delay systems [89], stability is studied using Lyapunov-Krasovskii or LyapunovRazumikhin functionals [37] depending on the past system state values. LMI stability criteria
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are given in [30], [31], [91]. For the nonlinear case, we point to the works in [51], [59], [97],
[111].
B. Hybrid system approach
In this approach, the LTI sampled-data system (1) is modelled as an impulsive system (i.e. a
dynamical system with discontinuous state variables, representing the sampling effect), with the
state ξ(t) = [xT (t), z T (t)]T , where z(t) = x(tk ), ∀t ∈ [tk , tk+1 ):





A
BK

˙ =

 ξ(t), t 6= tk , ∀k ∈ N, ,
ξ(t)



0
0


−


x(t )

 ξ(tk ) =  k  , t = tk , ∀k ∈ N.



x(t− )
k

Stability analysis in this context involves Lyapunov functions with discontinuities at the impulse
times [12], [68]. For nonlinear systems, the Lp -stability properties have been studied in the

more general context of networked control systems (NCS) [73]. See also [16], [74], [77], for a
particularization to the sampled-data case.
C. Discrete-time approach, convex-embedding and LPV models
For system (1) with time-varying sampling intervals in [h, h̄], h > 0, the convex-embedding
approach [21], [33], [43], [36], uses the properties of the transition matrix Λ(t − tk ) = eA(t−tk ) +
R t−tk As
e dsBK, describing the evolution of x(t) over the sampling interval with respect to the
0

initial value x(tk ). The idea is to express the stability problem as a finite number of LMIs, by
embedding the matrix Λ(θ), θ ∈ [h, h] in a larger polytope W̄ := conv{Λi , i = 1, · · · , N } with
finite number of vertices Λi . For quadratic Lyapunov functions V (x) = xT P x, simple LMIs
dependent on the polytope vertices may be obtained:
P ≻ 0, ΛTi P Λi − P ≺ 0, ∀i ∈ {1, · · · , N }.

(5)

A continuous-time stability analysis based on convexification arguments has been proposed in
[28], [45]. The discrete-time approach has also been considered in the case of nonlinear sampleddata systems [7], [52], [65], [72], [75]. However the developments are complex even in the case
of periodic sampling.
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D. I/O approach
In this approach, the sampling effect is seen as a perturbation w(t) = x(tk ) − x(t) =
Rt
− tk ẋ(τ )dτ , and tools from robust control theory are used to guarantee the system’s stability.

The main idea is to write the sampled-data system (1) on each interval [tk , tk+1 ) as the feedback
Rt
interconnection of the operator ∆sh : y → w defined by: w(t) = (∆sh y)(t) = − tk y(τ )dτ,
∀t ∈ [tk , tk+1 ), with an LTI system
G :=



ẋ(t) = Acl x(t) + Bcl w(t),

y(t) = ẋ(t),

(6)

where Acl = A + BK and Bcl = BK. The stability may be studied using classical robust control
tools based on frequency domains analysis of the interconnection. See [49], [64], for a study
based on the small gain theorem and [34] for a more general Integral Quadratic Constraints
(IQCs) and Kalman-Yakubovich-Popov Lemma analysis. Extensions to nonlinear sampled-data
systems have been provided in [76], [78]–[80] using dissipation theory.
IV. O BSERVER DESIGN PROBLEM
For NCSs, it is not realistic to assume that the entire state of the plant is measured. Hence,
for control design we need observers to estimate the state of the plant.
In the majority of papers, observer design for NCSs is considered under the assumption that
the network causes packet dropouts with certain probability and/or packet delays whose length
has a certain probability distribution (see, for example, [42], [48] and [93]).
In [67] a linear observer for NCSs is proposed. It is assumed that the communication is subject
to time delay and sampling, but the effect of communication protocols is ignored. That paper gives
sufficient conditions guaranteeing asymptotic stability, by using a Lyapunov-Krasovskii approach.
In [23], the authors focus on the observer and protocol design for NCSs under packet based
communications constraints. They derive sufficient conditions in terms of matrix inequalities for
existence of an observer-protocol pair that asymptotically reconstructs the systems state. Such
an approach allows them to relate observer design for networked systems under communication
constraints to observer design for switches systems. In [38], a class of stochastic protocols and
observers are presented that minimize the upper bound on the estimation error covariance under
communication constraints.
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A framework for the synthesis of full order observers for nonlinear NCSs has been proposed in
[84], via an emulation-like approach, that encompasses the methods proposed in [50]. Provided
that the continuous-time observer is sufficiently robust to measurement errors, sufficient conditions are given to guarantee global convergence of the observation error for various in network
processing implementations and Lyapunov Uniformly Globally Asymptotically Stable protocols.
The same framework for nonlinear NCSs affected by disturbances is presented in [85]. In that
paper, stability analysis is trajectory-based and carried out using small-gain arguments. This
allows them to derive computable bounds on the maximum allowable transmission interval. In
[86], reduced-order observers are built for networked control systems subject to scheduling. In
that paper, a model is derived for observer design. This model is based on a different set of
coordinates. It is shown that if the continuous-time observer is built to ensure some input-to-state
stability properties for the observation error while ignoring the network, then this property will
be maintained semiglobally and practically w.r.t. the maximum allowable transmission interval,
when the system measurements are sent through a network controlled by a Lyapunov Uniformly
Globally Asymptotically Stable protocol, under mild conditions. In [1] a Lyapunov approach
is proposed for a class of nonlinear triangular NCS. The results of [1] guarantee exponential
stability of the observation error. Moreover, when compared to approaches which are based on
small gain arguments, [1] yields improved bounds on maximum allowable transmission interval.
V. I DENTIFICATION OF NETWORKED CONTROL SYSTEMS
The topic of identification of NCSs is in its infancy. One of the reason for this is that there is no
consensus yet in the research community on the class of mathematical models for NCSs. In other
words, the term networked control systems denotes a class of applications, rather than a class
of mathematical models. Nevertheless, there are a number of papers dealing with identification
of models under communication constraints.
In this section we are interested in the literature on the following problem: estimate the
parameters of a mathematical model which captures the behavior of a control system for which
the actuators and sensors are subject to communication constraints typical for a computer network
such as delays, packet losses, etc. There are only a few papers on this topic: [27], [47], [101],
[102], [108].
In all of the papers cited above, the basic setup is illustrated by Figure 3. The setup is as
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{y0 , y1 , · · · }
{s0 , s1 , · · · }

{u0 , u1 , · · · }
{z0 , z1 , · · · }
✸
✲ A

❦
✲

Plant

✲

S
❄

τ ca

τ sa

✻

❄

{ũ0 , ũ1 , · · · , ũN0 }
{t0 , t1 , · · · , tN0 }

{ỹ0 , ỹ1 , · · · , ỹN3 }
{r0 , r1 , · · · , rN3 }

Figure 3: Identification architecture for networked control systems: A denotes the actuator, S
denotes the sensor, τ ca is the network induced delay from the experimenter to the experimenter,
and τ sa is the network induced delay from the sensor to the experimenter

follows. There is an experimenter which sends inputs to the plant and which receives outputs
of the plant sampled by the sensors. Due to delays and possible packet losses, the arrival time
of an input at the actuator may differ from the time this input was sent. Likewise, the time an
output is received may differ from the time it was sent.
∞
More precisely, the experimenter sends the inputs Ũ = {ũi }∞
i=1 at time instances {ti }i=1 . Then,

some of these values will be received by the actuator in a certain order U = {ui }∞
i=1 at time
∞
instants {zi }∞
i=1 . The sensor is assumed to sample the continuous output at time instances {si }i=1

and to send them over the network. The output sampled by the sensor at time si is denoted by
yi . The output arrives to the experimenter in possibly different order at time instances {ri }∞
i=1 .
The output which arrives at time ri is denoted by yei .

The plant itself is assumed to be a continuous-time linear system
ẋ(t) = Ax(t) + Bu(t)
(7)
y(t) = Cx(t)

The goal is to identify the transfer function H(s) = C(sI − A)−1 B of (7), using a finite portion
ui , ti )}N
of the information at the experimenters disposal, i.e. using {(e
yi , ri )}N
i=1 .
i=1 and (e
The motivation for the identification problem is that often the model of the plant is not known,
or it is only partially known. However, for control synthesis, a model of the physical plant is
necessary. Note that the plant model is formulated in continuous time, while the measurement
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of the experimenter are necessarily in discrete time. This means that the proposed identification
problem is related to continuous-time system identification [35].
In order to make the problem more tractable, some simplifying assumptions are made regarding
the delays and packet losses imposed by the network. More precisely, it is assumed that each
input sent to the actuator arrives with a bounded delay or lost forever. Moreover, it is assumed
that the difference between the subsequent time instances at which inputs are sent belong to a
certain interval. That is, it is assumed that there exists a sequence of delays {τjca ∈ R}∞
j=0 such
that
∃j ∈ N : zi = tj + τjca

∀i ∈ N
ca
τmin

≤

τica

≤

ca
τmax
,

(8)

i = 0, 1, 2, . . . ,

and that
htmin ≤ ti+1 − ti ≤ htmax ,

i = 0, 1, 2, . . .

(9)

It is assumed that every packet arrives with a delay which satisfies the bounds above. In practice,
it means that if a packet arrives with a delay which exceeds the bounds, then it is considered to
be lost and it is discarded. This can be implemented by using time stamping.
In a similar manner, for the output it is assumed that there exists a sequence of delays {τjca ∈
R}∞
j=0 , such that
∀i ∈ N

∃j ∈ N, τjca ≥ 0 : zi = tj + τjsa .

Moreover, it is assumed that the time instances {si }∞
i=1 at which the sensor samples the outputs
satisfy
hsmin ≤ si+1 − si ≤ hsmax ,

i = 0, 1, 2, . . .

(10)

form some constants hsmin , hsmax ≥ 0.
Furthermore, it is assumed that the each measurement sampled by the sensor is sent together
with the sampling time, that is, for every j ∈ N, not only yej is known, but also the time instant

sj when it was sent. Note that this is not a trivial assumption, as it implies that the clock of the
sensor and the clock of the experimenter are synchronized.
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A. Results of [47]
Here sk = kh, and since, the sampling time is known to the experimenter, this assumption
amounts to knowing yk = y(kh) directly. Moreover, it is assumed that the experimenter generates
the inputs u
ek at time instances tk = kh, and that the sequence {e
uk }∞
k=0 is a sample path of a

Gaussian white noise process. The time delays τjca are assumed to be uniformly distributed, and
independent from each other and from {e
uk }∞
k=0 . Furthermore, the plant is assumed to be a stable

linear SISO system. Note that this latter is a standard assumption in control.
The paper then considers that discrete-time system
x((k + 1)h) = F x(kh) + Bd Uk

(11)

y(kh) = Cx(kh),
Ah
Here x(kh)
 state of the plant at time kh, and F = e . The new input Uk is defined
 is the
 ûk−l 


ei , if u
ei arrives at the actuator during
as Uk =  . . . , where for i = k − l, . . . , k − d, ûi = u


ûk−d
the interval [kh, (k + 1)h), and ûi = 0 otherwise. The matrix Bd is formed using entries of the
ca
form eAhi B, i = l, . . . , d. The constant d is determined based on the bound τmax
. Intuitively,

the idea behind this discrete-time model is as follows: the state at x((k + 1)h) depends on the
state at kh and on all the input values which arrive during the interval [kh, (k + 1)h). This can
include inputs sent at kh or before. However, due to the input delays, it is enough to consider
past inputs which were sent at a time instance from the interval [(k − d)h, (k − l)h) where d is
ca
ca
the smallest integer such that τmax
≤ dh, and l is the largest integer such that τmin
≥ lh.

The system (11) is then a stationary stochastic linear system driven by Gaussian noise. Then
the outputs yek = y(kh) and the inputs Uk form an ARMA model. The coefficients of this ARMA
model can be used to estimate the matrices F . In turn, the coefficients of the ARMA model

can be estimated from the empirical covariances of the data {e
yi , u
ei }N
i=0 , by using a Levinsontype algorithm. Note that while Uk is not directly measurable, the covariance E[y(kh)UlT ] can
be deduced from the covariances E[y(kh)e
uTl ], using the assumption on the distribution of the
delays and inputs. In the same way, the covariances of Uk can be computed analytically, using the
known distribution of the delays and inputs. The covariances E[y(kh)e
uTl ] and E[y(kh)y T (lh)]
can be estimated from the data available to the experimenter. Finally, the original continuous-
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time system matrix A can be recovered from F by taking logarithms. In order to recover B, the
knowledge of A and techniques from continuous-time system identification are used.
B. Result of [102]
This was one of the first papers on the topic of system identification of networked systems.
The paper introduces a general problem formulation, which is similar to the one described above.
The assumptions are similar to that of [47]: the plant is assumed to be a SISO system, the sending
times {si }∞
i=1 of the sensor are assumed to be known, the delays are assumed to be uniformly
distributed on an interval. In addition, the inputs u
ei are assumed to be chosen independently of

the outputs and sending times, and they are sent whenever an output is received. That is, ti = ri ,
i ∈ N. Then sensor samples at sampling times si = kh, and it uses time stamping to indicate
the time a packet was sent. The internal clock of the sensor is thus assumed to be synchronized
with that of the experimenter.
The paper uses techniques from continuous-time system identification to identify the transfer
function of the plant. That is, the derivatives y (k) (ti ) of the outputs at arrival times are estimated,
using filters. The transfer function of the continuous-time plant is estimated using the estimated
values of the derivatives.
C. Results of [108]
This paper proposes sufficient conditions on the measured data, such that if the data satisfies
these conditions, then there exists a unique model from a model class which is consistent with
the data. The assumptions of this paper are similar to that of [47], [102]. The main difference is
that the plant model is assumed to be a discrete-time model, and hence the delays are discrete
too. Moreover, the identification is assumed to take place in closed-loop, i.e. the experimenter
is a controller.
D. Results of [27], [101]
In these papers the basic setup is the one discussed above, however, it is assumed that if an
input u
ej arrives after u
ei for some i < j, then u
ej will be ignored. Moreover, the potential delays
from the experimenter to the actuators are assumed to be bounded: if a package arrives with

too long a delay, it is discarded. That is, ui = u
eji for some ji ∈ N, and j1 < j2 < · · · . The
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same holds for the outputs yei , i.e. there exists l1 < l2 < · · · such that yeli = yi . The plant model

is assumed to be discrete-time linear system. The papers claim to use interpolation techniques
to reconstruct missing data points, and then they claim that they use various versions of linear
least squares techniques. However, too many details are missing to be able to seriously evaluate
the claims of the papers.
VI. C ONCLUSIONS
We have presented an overview of the state-of-the-art in modelling, control, observer design
and system identification of NCSs. Based on this overview we can conclude that while significant
progress has been made in control and state estimation of NCSs, there are still many open
problems and challenges. Perhaps the main challenge is come up with solutions which work
under realistic assumptions. Most of the existing results on control and state estimation apply
only under very restrictive assumptions. For control, for instance, it is often assumed that the
whole state is available or a static output-feedback controller can be used. Moreover, it is often
assumed that the sensors and actuators can transmit data simultaneously, or that the delays and
transmission intervals are constant. The computation time of the control law is rarely taken into
account. Moreover, even if one of these hypothesis is relaxed, some other, not necessarily realistic,
assumptions are still kept. Understanding how to combine observer and controller synthesis
remains an issue. It is not clear if counterparts of the separation principle could be formulated
for NCSs. Furthermore, most of the existing results on control deal with the problem of stability.
While this problem is extremely important, in practice one would also like to address more
sophisticated problems such as tracking, regulation, optimization of performance indices. In the
context of this project, the research effort of the consortium will be directed towards addressing
the issues raised above.
From the presented overview it is clear that the topic of systems identification of NCSs is in
its infancy. There is no consensus yet on the class of models which one should identify or on
the sets of assumptions which should be made. In a way, the problem is that NCSs represent a
class of physical control systems, rather than a class of mathematical models. Since the topic of
systems identification is to estimate model parameters based on measurement data, it is necessary
to fix the class of models one is interested in. Moreover, that class of models should be useful for
control and state estimation. Based on the present overview, we expect to work on identification
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of LPV, hybrid and time-delayed models. These model classes are all used for modelling NCSs
and the members of the consortium have an extensive experience in using these model classes
for control and estimation of NCSs. Moreover, the members of the consortium have experience
in system identification of these model classes.
Based on the discussion above, our working hypothesis will be that NCs are modelled by LPV,
hybrid, or time-delayed systems. For their identifiability analysis, we will use the approaches
developed for these system classes [9]–[11], [53], [81]–[83]. The specific choices of assumptions
on these models will be elaborated in later deliverables, based on the results at hand.
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